Ipunoxenne No2. Hadopmanmonnag NamATKa 15 0byyamomuxes AJs pasMemenus xa
opHIHANLHEBIX I/IHTepHeT-pecypcax

C kaxmem romom MOnonexu B uHTEpHETE CTaHOBHTECS GonbIne, a mxombHEKY OZIHH H3
CaMbIX aKTHBHBIX IONB30BaTeNel Pynera. Mexy TEM, TOMHMO OrpoMHoro KOJIHYecTBa

BOSMOXHOCTeH, HHTepHeT Hecer u npoGnemsl. ITa mamsrka AODKHA 1OMo4b Tebe Gesomacko
HaXOIUTECA B cern,

Komnviomepnuie 8UDYCLL

MCTOJILI 3alIHUTEI OT BPEIOHOCHBIX Iporpamm:
1

Hcnoms3yii cospemenmze OlI€PalHOHHEIE CHCTeMI, HMEIOIKE CepBE3HEI ypopeny
SaIllAThI OT BPENOHOCHEIX Iporpamm;

2. Tlocrostno YCTaHaBnuBait mayry (uudposre 3aIUIaTKH, KOTOpHIe 4BTOMAaTHYECKH
YCTaHaBIMBAIOTC ¢ penplo 0paGTKH TIPOTPaMMEI) M mpyrue o6HOBeHHS CBoet

TBOEM NepCOHATEHOM KOMHB}OTepe;

4. Vcnomsayit AHTHBUPYCHBIE IIPOrpaMMHbIe TIPOXYKTBI M3BECTHBIX IpousBonuTeNeit, ¢

aBTOMATHYCCKHM OGHOBCHIeN Gas;

Orpaunys dusuueckui AOCTYIN K KOMIIBIOTEpY /st TIOCTOPOHHHX Ju;

6. Hcnonsayit BHENIHHE HOCHTETH MH(bOpPMaiuy, Takue kax $nemxa, muck wm daitn u3
HHTEPHETA, TONBKO K3 npodepenHnIx HCTOYHHKOB;

W

Ho namero BPEMEHH nomuta apyrag abbpesuarypa, KOTopast sBnsercs Takoi se
TCXHOJIOTHEH, D10 ab0peBuatypa «Wi-Fiy,. Takoe naspanwe Grio ZlaHO C HAMEKOM Ha CTaHnapr
BBICHINH 3BYKOBOjt Texuuku Hi-Fi, yro g IIEpeBOIE 03HayaeT «BBICOKAas TOYHOCTE)

Ha, Gecrnarngiz HHTCpHET-10CTYyI B Kade, otenax g a3ponoprax sABAseTCY OTIIUYHO
BO3MOXHOCTBIO BBIXOJ1a B HHTEpHET. Ho MHOrHEe OKCIIEPTHI CYMTAIOT, YO o()'meuocrynnme Wi-
Fi cetn me SIBIISTFOTCS Ge3omacHbMY,

Cogerrr o GesonacnocTy pabore B obImenoCTy HEIX cerax Wi-fi:



2. Uenomssyit u o6HoBsi AHTHBHUPYCHBIE IPOrpaMMBI H Opanamayep. Tem cambm Tx
obesonacuis cebs ot 3akauxy BHpYCa Ha TBOE yCTpoiicTBo;

3. Ipu mcnoms3oBanuy Wi-Fi otiimoun bynkumro «O6mmit AOCTYN K (aitnam u

BLIXOZ1a B COLMANIbHEIE CETH MM B SNIEKTPOHHYIO 04Ty,
5. HMnonesyit Tompko SalIMIICHHOE COeNHHEHHe depes HTTPS, a me HTTP, t.e. Tpu
Habope Be6-anpeca BBogH HMEHHO «https://»;

6. B MobuisHOM TeneoHe  OTKIOYK bynknmo «lomxmouenne k Wi-Fi
asToMatuyeckn». He nomyckair ABTOMATHYECKOTO MOIKII0YEH S YCTPO¥CTBa K ceTsam
Wi-Fi 6e3 tBoerO0 cornacus.

&
Coyuanvuuie cemy

OcHoBHEIe copery; o 6e3omacHocTH B COIHANIBHBIX CeTsX:

1. Orpanmus crmcox Apyseit. V TeGs B APY3bAX HE NOKHO GOHITE CIIyYafHEIX W
HE3HAaKOMBIX JTioiei;

2. Bammmait coro HacTHyI0 xu3Hb. He ykasmmai T1apom, Tenedonsl, anpeca, nary

IpoBeCcTH KaHUKYIIBI;

3. 3ammmai csoro PCIyTaumio - nepxu ee B uncrore u 3alasaii ceGe BOIpoc: xoTer 6y
TBI, 9TOOBI Apyrue mosns3oBaTemy BHJICIIH, YTO TEI 3arpyxaemrs? Honymait, npexze
YI®M HTO-TO OIy6IMKOBATS, HamMcaTs Y 3arpy3uTh; '

4. Ecmu Thr TOBOPHIIIB ¢ JIONBMHE, KOTOPEIX He 3HaeWp, He MCHOJB3YH CBOEe peanbHoe

K OTHOMY MECTy, a He BO Bce Cpasy.

Onexmponnvie denpay

SJICKTPOHHBIC ACHbI'H — 370 O9€Hb YHOOHBLT croco6 Iu1aTexei, OIHaKo CYI]ICCTByIOT
MOIHCHHPIKH, KOTOpEIE XOTST TIOJIYYUTE 3TH ACHBI'H,

3HeKTpOHHLIe ACHBI'M NOSIBUJIUCEH COBCEM HEHaBHO H MMEHHO u3

=32 3TOro B MHOTHX
rocynapcreax A0 cux II0p He IIPONHUCaHo IIpO HUX B 3aKOHAaX,



Taxxe CIIEAYET pasnuyarh SJICKTPOHHbBIE (DHATHBIE NEeHBIH (paBHEI TOCYy1apCTBEHHBIM
BamoTaM) u OJICKTPOHHbIE He(HaTHEIe AICHBTH (HE paBHEI TOCy mapCTBEHHEIM BaIrOTaMm),

Onekmponnas noyma

SJICK'IPOHHaH mo4yra — 310 TE€XHOJIOTHUA 1 IpenocrasiseMrie €10 YCIIYTH o II€pECrUIKE »
TIOJIyYeHHI0 3JIeK'I’pOHHBIX COOGI]IGHI/II‘/‘I, KOTOpEIe Pacupenensrorcs B KOMHBIO’I‘epHOﬁ CEeTH.
O65r4n0 SJICKTPOHHBIE  MOYTOREIH SIUK  BBITJISHT Clenyrommm  o6pazom:

HMA_NONB30BATEII@nMs_nomena. Taxxe xpome TIEpeNain  mpocToro Tekcra, mmeercs
BOSMOXHOCTE epesaBarh daiis.

ICPBEIA B pedTHHTe;

2. He yxasbisaii 5 IMYHOH NouTe muymylo “HbOpMarmIO, Hanpumep, nyume BEIOpats
«MY3BIKQIBHBIH_(anar@y wmu «pok2013» BMecTo «Temal 3»;

KOJ, MpucChUTaeMEIi o SMS;

4. Buibepn cnosxusri lapons. Jins kaxmaoro TIOYTOBOrO sMKa NOMKEH Gty CBOM
HaNCKHBIH, yCTORUHBEIY K B3JIOMY 1apouis;

5. Ecmm ecrs BO3MOXHOCTh HamHcaTk CaMOMy CBOMU JIMYHEL} BOIIpoc, Hemonsayit 3Ty
BO3MOXXHOCTB;

6. Hcnomsayit HECKONBKO TOYTOBRIX SImukoR. Hepeiit m18 wactro TIEPeNHCKH ¢
a/lpecaTtaMy, KOTOPBIM Ty AOBEPHCIIb. D10 3neKTpoHHbI; ajpec He Hano



Kubepbynnunz uny supmyansroe usdesamenscmeo

KubepGymmur — IIpecie0Banme coobmenusmy, Cozepxamumu OCKOpOIIeHH s,

arpeccuIo, 3amyrusanme; XYJTUTaHCTBO; COLHATbHOE GolikoTupoBanye ¢ TIOMOINBIO pa3uyyEx
HHTEPHET-CEPBHCOB,

OcHoBHEIE COBETHI 110 Goprbe ¢ Ku6epOymuarom:

1. He 6pocaitcs 5 6okt Jlyummii cnoco: TIOCoBeTOBaTECS Kak cebs BecTy H, €cinu Her
TOro, X KOMY MOXHO obparutscs, To BHAYaNe yenokontees. Ecnu iy HaYHeIns
OTBEYaTh OCKOPGIeHHAMH Ha OCKOpOJIeHHs, TO Tomsko eme Gonbine pasosokens,

Ynpasnsii ceoeit Kn6eppenyraune171;

AHOHHMHOCTH B cery MEAMas. CymecTByIoT cmoco6y; BBLICHHTB, KTO CToWT 32
@HOHHMHBIM aKKayHTOM;

4. He crour Becru XyIurauckuit o6pas BHPTYaJIbHOM XU3HY, HUnreprer duxcupyer pee
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anpecos;
8. Ecmn 1h CBUICTENL  KMGepOymmmmra, Tsou neiicreus: BRICTYIIHTE  Iipotus
Tpecnenosarens, mnokasary €My, 9TO ero neifcrmus OLCHUBAIOTCS HETaTuBHoO,

TOUepKaty  xepray, KOTOpOH Hy»xua HICHXOOruYeckas oMoy, Co00ImHTE
B3POCIBIM 0 daxre arpeccusHoro TIOBEIEHHS B ceTH,

Mobunori menegpon

CoBpemenngre CMapTOHBl M miammery Conepxar B cebe Bmosme B3pOCIIBII
bynknuonan, y TeNeps OHM Moryt KOHKYpHpOBaTs co CTallHOHAPHEIMK KOMIBIOTEpamy,
Omnaxo, cpencrn SALIATEI IV TOX0GHEX YCTPOHCTB MOKa 0YeHs maro, Tecrupopanue g IIOHCK

YA3BAMOCTEH B Hux NIPOMCXOIUT He Tak HHTCHCHBHO, Kak 1 1K, To sce camoe Kacaercs y
MOGHIIBHBIX IPHITONKeHi.

CoBpemennrie MOGHIEHEIE Opayseprr yixe TIPAKTHYECKH NIOrHAmM HACTOJTbHEIE aHaOrH,

OZHAKO pacmupenue dyHKIHOHANA Bieyer 3a coboit Gompryro CHIOXHOCTE ¥ MeHbIyIo
3alUIEHHOCTE,

Hanexo me pee IIpou3BOAMTE TH BBITyCKarOT 0GHOBIEHMS, 3aKpEIBaroImue KpHTHYeckue
YASBHMOCTH 1151 CBOMY YCTpo¥cCTB.

IIaTHBIE yeimyry;

2. Ilymai, Ipexae Yem ornpasurs SMS, $oto umm BHIeo. ThI Toyng 3Haels, rpe
OyAyT B KoHeuHOM Hurore?

3. Heo6xommmo OGHOBIISITE ONepanuoHHyro CHCTeMY TBoero CMapThona;
4. Henonsayis AHTHBUDPYCHEIE TIPOTpamMMEI s MOGHIIEHEIX Telne(oHoB;

OHH



5. He 3arpysxaif IpHIOKEHHs OT HEU3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT COAEPXaTh
BPEIOHOCHOE IIPOrpaMMHOE 00€CICYEHHUE;

6. Tlocne Toro xax THI BRIMJEIIS C caifTa, Tie BBOAMII JHYHYIO HHpOpMaINHio, 3aiiau B
HacTpoiku Opaysepa u ynanu cookies;

7. llepmommdecku NpoBepsiii KaKue IUTaTHBIC YCIyI'H aKTHBUPOBAHEI Ha TBOEM HOMEDE;

8. JlaBaii cBOH HOMep MOOMJIBHOrO Tele)OHA TOJHKO JIOAAM, KOTOPHIX ThHI 3HAEIb W
KOMY JOBEpSCIb;

9. Bluetooth momxeH ObITh BBIKITFOYEH, KOTJa THl MM He mosb3yembcs. He 3abriBait
HHOT/Ia IIPOBEPSATH ITO.

Online uzpv

CoBpeMeHHBIE OHJAMH-UIPHI — OTO KpAacOUYHBlE, 3aXBATHIBAIOLIME pa3BJICYCHHS,
OOBEIMHSIOUINE COTHH THICSY YEJIOBEK MO BCeMy MHUPY. VIrpOKH HCCNENYIOT JaHHEIA MM MHD,
obmaroTes Apyr ¢ APYroM, BHIONHSIOT 3aJaHus, CPaXKAIOTCSI C MOHCTPAaMHU M TIOJIYYalOT OIIBIT.

3a ynoBONBCTBHE OHM IUIATST: IIOKYNAIOT JMCK, OIUIAYMBAIOT a0OHEMEHT WM IPHOGpPETAIoT
KaKHe-TO OITIIHH.

Bee srm cpencTBa MAYT Ha IIOANEp)KAaHHE W Pa3sBHTHE HIPHl, a TAKXKE HA caMy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl ABTOPH3AllMH, BBINYCKAIOTCS HOBHIE IIATHH
(urbpoBbIE 3aILTATKH JUTS IPOTPaMM), 3aKPIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo6HeIX Mrpax CTOMT OmacaThCsi HE CTOJBKO CBOMX COIEPHUMKOB, CKOIBKO KPAaXH
TBOETO NapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3aLUK OOJBIIMHCTBA .

OcHOBHEIE COBETHI 110 G€30IIACHOCTH TBOETO UIPOBOIO AKKAYHTA:

1. Ecim apyroi urpok senieT ce6s IIIOX0 WIM CO3aeT Tebe HeNPHIATHOCTH, 3a6I0Kupy#
€r0 B CIIUCKE HIPOKOB;

Ioxanyiics anMUEHMCTpAaTOpaM HIPhHl Ha IUIOXO€ IOBEJCHHE ITOr0 HIpOKa,

XKEJIATeNIBHO IPUIIOXKHUTH KaKHEe-TO NOKa3aTelbCTBA B BUIE CKPHHOB;

He yxaspiait midHyto nHbOpMaL#io B ipodaiiie urpsl;

VYBaxail IpyruX y4aCTHHKOB II0 UTPE;

He ycranaBnuBail HeopuuyaisHble naTId ¥ MOJIBL,

Wcnomne3yii cI0XHEIE H pa3HbIe ApOJIH;

Haxe BO BpeMs HIPHl HE CTOMT OTK/IIOYaTh aHTHBHpYC. [Toka THI Wrpaeurs, TBOH
KOMITBIOTEP MOTYT 3apasHTh.
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Duuiunz unu Kpasgcea 1udHbIx OAHHbIX

OGbryHOit Kpaxel NEHEr M JOKYMEHTOB CETOJHS YXe HHKOTO He YAMBHINb, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKHA TIEPEMECTHIINCE B HUHTEPHET, U
[IPOJOJDKAIOT 3aHUMATHCS «JIIOOMMEBIM) JCITIOM.

Tak nosBuiace HOBas yrposa: UHTCPHET-MOIICHHHYECTBA HITH (l)HIHPIHI‘, TJIaBHAsA LENb
KOTOpOro COCTOUT B IIOJIyYCHHH KOHQ)HHCHHH&HLHBD( JaHHBIX II0JIb30BaTEJICH — JIOTHHOB W

naponeit. Ha anrimiickom sispike phishing unraercs xax ¢pummanr (ot fishing — prIOHAs OB,
password — mapous).

OcHoBHBIE COBETHI 110 GopBOe ¢ HHIIHHrOM:

1. Crnemn 3a cBomm akkaynToM. Ecimu TeI N003peBacib, YTO TBOS aHKETa ObuUIa

B3JIOMaHa, TO HEOOXOZMMO 3abJIOKMpOBaTh €€ M COOBIIUTEH aJIMMHHUCTPATOpaM
pecypca 06 3TOM Kak MOXHO CKopee;



2. Hcmonsayit GezomacHsie BeO-caiTEl, B TOM umCre, HHTCPHET-Mara3uHoB |
IIOUCKOBBIX CHCTEM;

3. Hcnoms3yit cnoxusie u pasnele naponu. Takum oGpasoM, ecinu Tebs B3JIOMAlOT, TO
3IOYMBIIIICHHHKH [IOTY4aT JOCTYII TOJIBKO K OZHOMY TBOEMY NMPOQHIIIO B CETH, a He
KO BCEeM;

4. BEemm te6s B3nomamm, TO HEOOXOMMO IIPeNyNpPenTs BCEX CBOMX 3HaKOMBIX,

KOTOpbIE 100aB/EHBI ¥ Tebs B APY3bAX, O TOM, YTO Te6s BTOMAIM 4, BO3MOJXXHO, OT

TBOETO MMEHM OyIeT pacChLIATECS CAM ¥ CCHUIKH HA unmHroBHIE CaifThI

YcraHOBH HaneXHSIH 1apoiTs (PIN) Ha MOGHIbHBIH TenedoH;

Orximoun coxpanenue naposs 6paysepe;

7. He orkpsBait daiine u APYTHE BIIOKCHUS B NHCHMAX NAXKE €CIH OHH IPHULTA OT
TBOMX Jpy3eH. Jlydine yTouHH y HUX, OTIPABIISH JTH OHE Tebe TH daitnsl

N Wn

Hugpposas penymayus

[udpoas peryraums - a0 merarmpras wim [I0O3WTHBHAS MHQOPMANHS B CETH 0 Tebe,
Komnpomerrpyromast HMHQOpMaNKs pasMelienHas B HHTEPHETE MOXKET Cepbe3HBIM 06pa3om
OTPA3HTECS HA TBOEH peabHOM KH3HH. «ludposas penyramms» - 3to TBOM HMHJDK, KOTOPBIH
dopmupyercs n3 HHDOpManKH o Tebe B HHTEpHETE.

TBoe mecTo xwurenscrsa, y4e0nl, TBoe hHuHAaHCOBOE TIOJIOXNECHHE, OCOOCHHOCTH XapakTepa
H PACCKa3bl O OIM3KUX — BCE ITO HAKAILIMBACTCS B CETH.

MHorue noxpocTky JierkoMsiceHHo OTHOCSTCS K IIyONHKALIMK JIMYHOMH uHbOpManuu B
WuTeprere, He MOHEMAs BO3MOYKHEIX nociencTui. Thl naxe He cMoXeInb fOranaThes o TOM,
4To oTorpadus, pasmermennas 5 et Hasaj, cTajia MPUYUHOM 0TKAa3a MPUHATH Te6s Ha pabory.

KommenTapnu, pasmemenne TBoux dororpabmit u napyrme peiicTBHs MOTyT He
HCAC3HYTh JaXe TOCNe TOro, Kak Thl WX ymanumb. Thl He 3Haelib, KTO COXPaHHNI 3Ty
MH(DOPMAIHIO, [ONANA JIH OHA B IIOHCKOBLIE CHCTCMBI U COXPaHMIIACH JIH OHA, a INIABHOE: 4TO
TOAYMAIOT O Tebe OKpyIXKaromee JIoIM, KOTOphe HalIyT U yBuasaT 510, Haiitu uHbOPMaNHIo
MHOrO JIET CIYCTS CMOXeT Jo60d — Kak u3 HOOpBIX MOGYXIeHHH, Tak u ¢ HaMepeHuneM
TNPHIHHUTE BPed. DTO MOXKET GBITh KTO yTOIHO.

OcHOBHBIE COBETHI 110 3amuTe HHGpPOBO¥ penyTamu:

1. Tlomymaii, mpesxae yeMm 4To-To yOIIMKOBATh U IepenaBarTs y cebst B Gore wiu B
COIMMAILHOH CeTH;

2. B Hacrpoiikax PO yCTaHOBH OTPaHHYCHHUS Ha IIPOCMOTP TBOETO MPO(HIS | ero
COICPIKUMOrO, ClIeNaif ero TOIBKO I Ipy3eiin;

3. He pasmemait u ne YyKasbiBa# HH(OPMAIHIO, KOTOpas MOKET KOro-1u6o OCKOPOIATH
MM 00MIKATh.

Asmopckoe npaso

CoBpeMeHHBIE IIKOJIBHHKH- AKTHBHLIE OJIB30BATENH  IHPOBOTO  mpocTpaHCTBa.
Omuaxo nanexo He Bee 3HaOT, UTO I0JIb30BaHHE MHOTHMH BO3MOYKHOCTSIMH 1HppoBOro Mupa
Tpebyet cobmoaenus npas Ha HHTEJICKTYaIbHYIO COOCTBEHHOCTD.

TepMHH «I/IHTCJIJICKTyaJIBHa.H COGCTBCHHOCTB» OTHOCHTCA K PasIM4YHBIM TBOPCHUSAM
HEJIOBEYECKOTro yYMa, HaYHWHAas C HOBBIX MBOGpeTCHHﬁ H 3HAKOB, 0603Haqa10mux CO6CTB€HHOCTI>

Ha TIPOLYKTBI M yCIyrH , W 3aKkaHYuWBasg KHuramy, dororpadusmy, KHHOQHUIBMaMH |
MY3BIKJIbHBIMH TIPOU3BE ICHU M.



ABTOPCKHE TpaBa — 3TO NpaBa Ha HHTC/UICKTYQIbHYIO COOCTBEHHOCTD Ha POH3BENCHUS
HayKH, JITEPATypbl H HCKYCCTBA. ABTOPCKHE TpaBa BBICTYNAIOT B KaY€CTBE TaPaHTHH TOTO, YTO
MHTCILICKTYaIbHBIH/ TBOPYECKHIf TPya aBTOpa He OyleT HanpacHsIM, 1acT eMy cupaBemIHBEIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/IbTaTax CBOEro Tpyna, MOTYYUTh H3BECTHOCTh M NIPH3HAHKE,
Huxkro 6es paspemenus dBTOpa HE MOXKET BOCIPOU3BOIUT €0 IPOHU3BE/ICHHE, PacupoCTpaHATs,
IyOIHYHO JIeMOHCTPHPOBATE, IpojaBarTe, MMIOPTHPOBATH, ITYCKATh B IPOKAT, IIyOITHIHO
HCTIOJIHATD, IOKA3BIBATH/MCIIOIHATE B S(bUpe Hin pasMemars B UuTepuere.

Hcnons3oBanne «muparckoroy IPOrpaMMHOTO 0GECIIEICHHST MOXKET MPHBECTH K MHOTHM
PHCKaM: OT IIOTEPH JaHHBIX K TBOHM aKKayHTaM [0 OIIOKMPOBKH TBOEro ycTpoiicTsa, rie
YCTAHOBICHHbIH He JleranbHas nporpamma. He croumT Takoke 3a0bIBaTh, YTO CylmecTByeT
JleranbHbIe 1 GeCIUIaTHEIE TPOrPaMMEI, KOTOPEIE MOYKHO HAHTH B CETH.

O nopmane

CereBHYOK.pb — TBOM riIaBHBIA coBerumK B CeTH. 37eCh THI MOXEIb y3HATh O
0e30macHOCTH B CETH MOHATHBIM H AOCTYIHEIM SA3BIKOM, @ IIPH BO3HHKHOBEHHH KPHTHYECKOi
CHTYallHH OOPAaTHTBCS 3a COBETOM. A TaikKe TIPHHATE y49acTHE B KOHKYPCaX H CTaTh CAMBIM
UH(POBBIM rpakianrEoM!



